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Abstract 
The law governing cyber intrusions is inextricably bound to the technology for 

implementing it.  Recent advances in the development of decoys, honeypots, and related 
concepts have raised a host of legal issues, but have also provided new opportunities for 
technologists and lawyers, working together, to expand the breadth and effectiveness of 
defensive actions.  The law, while complex in detail, is based on general principles which 
should be familiar to technologists responsible for protecting systems of critical 
importance. 

One such concept is that of categorical legal identity—the minimum identification 
necessary to react to an intruder with the widest possible range of lawful options.  
Evidence gathering, intelligence collection, or military hack-back are each conducted 
under their own legal regimes, and choosing the proper one is the first task of the cyber 
lawyer.  An intruder’s true identity may never be known, but his categorical legal 
identity—the minimum information necessary to treat him as a terrorist, or a criminal, or 
a soldier, or a spy, or a script kiddy—may be defined in advance and uncovered rapidly 
in the course of an intrusion.  This will allow for an immediate, appropriate, and lawful 
response.   

Distinguishing “uses of force” under international law from other activities 
(employing the Schmitt analysis), following the four fundamental legal principles of 
armed conflict (in the cyber or kinetic world) of cyberspace, and designing response 
systems which optimize the human and cyber elements of a system (ala THEMIS) are 
immediate priorities for academics and practitioners.  
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THEMIS: Threat Evaluation Metamodel for Information Systems is a Description Logic based 
framework to apply national and international law to computer network attacks. It can be useful for 
law enforcement agencies and prosecutors building legally sound arguments, and for network 
designers to keep their retaliatory measures within legal limits. To do so, THEMIS automates know 
quantitative measures of characterizing attacks and their potential impact to place them in appropriate 
legal compartments.  From the perspective of computer networks, we develop representations of 
cascading attack consequences to reason about complex attacks that are made of atomic actions.  From 
the perspective of law, we propose the development of interoperable rules representing legal 
restrictions over heterogeneous domains. The two threats are weaved together in THEMIS in a form 
of description logic to reason about and guide prosecutory and retaliatory actions.   Our model uses 
emerging Semantic Web standards, like Web Ontology Language (OWL), Rule Markup Language 
(RuleML), and Semantic Web Rule Language (SWRL).   This paper shows the current state of our 
work and demonstrates the applicability of the proposed framework via an example of Schmitt 
Analysis - used to quantify whether a computer network attack represents armed coercion according to 
international law and, thus justify armed retaliation.  
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received her Ph.D. from George Mason University, Fairfax.  In her dissertation she studied the 
inference and aggregation problems in multilevel secure relational databases.  Her current research 
interests include information assurance, data inference problem, national and international law for 
cyber security, and Secure Semantic Web.  Dr. Farkas is a recipient of the National Science 
Foundation Career award.  The topic of her award is "Semantic Web: Interoperation vs. Security - A 
New Paradigm of Confidentiality Threats".       
 

DUMINDA WIJESKERA 
Duminda Wijesekera is an Assistant Professor in the Department of Information and Software 
Engineering at George Mason University, Fairfax, Virginia. His current research is in information, 
network and telecommunication security. Previously, he served as a senior systems engineer at 
Honeywell Space Systems, an assistant professor of mathematics at the University of Wisconsin, and 
a visiting post-doctoral fellow at the Army High Performance Research Center of the University of 
Minnesota. Dr. Wijesekera received a Ph.D. in Computer Science from the University of Minnesota 
and a Ph.D. in Mathematical Logic from Cornell University.  In the past, he has worked in avionics 
control, quality of service, multimedia systems and program verification. 
 


	EDUCATION
	EDUCATION

